Impact Factor (SJIF): 6.092

. o N — T

Received: 20/October/2024

IJRAW: 2024; 3(11):122-125

E-ISSN: 2583-1615

Accepted: 24/November/2024

Legal Mechanisms for Cyber Threat Mitigation in India: A Comparative
Jurisprudential Analysis
“TAshish Sharma and Savyasanchi Pandey

“IResearch Scholar, Department of Law, Kalinga University, Naya Raipur, Chhattisgarh, India.

2Assistant Professor, Department of Law, Kalinga University, Naya Raipur, Chhattisgarh, India.

Abstract

In the digital age, India faces an alarming surge in cyber threats ranging from data breaches and ransomware to state-sponsored cyberattacks.
Despite rapid technological advancement, the existing legal framework—primarily anchored in the Information Technology Act, 2000—proves
inadequate to counter contemporary and complex forms of cybercrime. This research investigates the current cybersecurity legal framework in
India, analyzes judicial trends, and compares India's regulatory landscape with global best practices. Through doctrinal and comparative legal
methods, this study evaluates the effectiveness of existing legislation, the role of authorities like CERT-In, and the influence of landmark
judicial interpretations. The analysis reveals major legal gaps, including the absence of a dedicated cybersecurity statute, weak cross-border
cooperation mechanisms, and fragmented enforcement architecture. By drawing parallels with international conventions like the Budapest
Convention, the paper underscores the need for harmonization of Indian laws with global standards. Furthermore, it proposes comprehensive
legal reforms such as the enactment of a specialized Cybersecurity Act, creation of cyber-specialized judicial benches, and capacity-building
initiatives for enforcement agencies. The study concludes that without robust legal frameworks and institutional accountability, India’s ambition
of digital sovereignty remains vulnerable. This paper aims to contribute to policy discourse and legal scholarship by offering actionable
recommendations to strengthen India’s legal response to cyber threats in alignment with constitutional values and international commitments.
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1. Introduction

The proliferation of digital technologies in India has ushered
in remarkable socio-economic transformation, but it has also
exposed the country to an alarming rise in cyber threats. India
ranked third globally in the number of cyberattacks in 2022,
recording over 13.91 lakh cybercrime incidents as per CERT-
In (Indian Computer Emergency Response Team, 2023).
Attacks on critical infrastructure, ransomware targeting
financial institutions, phishing schemes, and data breaches
affecting millions of users underscore the vulnerability of
India’s cyber ecosystem (NITI Aayog, 2023). Moreover, the
increasing digitalization of public services through initiatives
like Digital India, along with a significant surge in
smartphone and internet penetration, has widened the attack
surface for cybercriminals (MeitY, 2022). India’s threat
landscape is not limited to economic crimes but extends to
issues of cyber sovereignty, national security, and public
order. The 2021 Air India data breach, the AIIMS
ransomware attack in 2022, and digital disinformation
campaigns during elections are glaring examples of multi-
dimensional cyber risks (Rao, 2023; Singh & Bhushan, 2023).
In this context, law plays a pivotal role in both deterrence and
regulation. Legal frameworks not only define punishable
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cyber conduct but also outline standards for prevention,
investigation, evidence collection, and cross-border
cooperation. India’s primary cyber legislation, the
Information Technology Act, 2000 (T Act), while
pathbreaking at the time of enactment, now faces limitations
in addressing the complexities of Al-driven threats, zero-day
exploits, and transnational cybercrime (Kumar, 2023).
Despite amendments and the introduction of subsidiary rules,
the IT Act lacks a comprehensive data protection regime,
which is only recently being addressed through the Digital
Personal Data Protection Act, 2023.

Comparative insights from jurisdictions like the European
Union’s NIS2 Directive and GDPR, the United States' CISA
Act, and China’s Cybersecurity Law (2017) suggest the need
for more specialized, coordinated, and enforceable legal
instruments in India (OECD, 2023; UNCTAD, 2023). The
absence of a dedicated Cybersecurity Law has been
repeatedly flagged by policy analysts, jurists, and cyber law
scholars as a critical gap in India’s cyber governance regime
(Chander & Saxena, 2024).

Objectives and Research Questions
This research aims to analyze India’s legal mechanisms for
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cyber threat mitigation through a comparative jurisprudential
lens, identifying legal lacunae and proposing reform-oriented
suggestions.

Key Objectives

i). To examine the adequacy and effectiveness of existing
cyber laws in India.

ii). To evaluate India's legal infrastructure in light of
emerging threats and technologies.

iii). To conduct a comparative legal analysis with other
jurisdictions (EU, USA, China).

iv). To propose recommendations for strengthening India’s
cybersecurity legal framework.

Research Questions

e How adequate is the IT Act, 2000 in addressing the
current spectrum of cyber threats?

e What are the legal and procedural gaps in India's
cybersecurity regime?

e How do India's cyber laws compare with international
standards and practices?

e What reforms are necessary to ensure a resilient legal
response to evolving cyber threats?

2. Cybersecurity Legal Framework in India

The Information Technology Act, 2000 (IT Act) stands as the

cornerstone of India’s cyber legal framework. It was enacted

to provide legal recognition to electronic transactions and to
curb cybercrimes such as hacking, identity theft, and cyber
terrorism. Chapter XI and Chapter XI-A of the Act deal
specifically with offenses and penalties for cyber-related
crimes, ranging from tampering with computer source
documents (Section 65) to cyber terrorism (Section 66F).

While groundbreaking at the time of its enactment, the IT Act

has been increasingly seen as insufficient to address the scale

and complexity of modern cyber threats, such as Al-generated
misinformation, ransomware, and critical infrastructure

attacks (Kumar & Arora, 2023). The Act primarily adopts a

reactive approach to cybercrime rather than a preventive and

resilience-focused model, limiting its efficacy in today's threat
environment. The IT Act has undergone multiple
amendments, the most significant being the 2008 amendment,
which introduced provisions related to data protection, cyber
terrorism, and the role of intermediaries. It added Section
66A, which was later struck down by the Supreme Court in

Shreya Singhal v. Union of India (2015) ® due to its

unconstitutional curtailment of free speech. Subsequently,

several IT Rules have been introduced to strengthen the
operational aspect of the Act:

e IT (Intermediary Guidelines and Digital Media Ethics
Code) Rules, 2021: These rules hold social media
intermediaries accountable for user content and mandate
mechanisms for grievance redressal and traceability of
originators of messages (Ministry of Electronics and IT,
2021).

e CERT-In Directions, April 2022: Issued under Section
70B of the Act, these guidelines mandate entities to
report cyber incidents within six hours and maintain logs
for 180 days. While aimed at bolstering incident
reporting, these rules have raised concerns about
compliance costs and surveillance (Rao & Menon, 2023).

e Digital Personal Data Protection Act, 2023: Though
not an amendment to the IT Act, this new legislation
marks a significant development in India’s digital legal
ecosystem. It seeks to protect personal data and lays
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down obligations for data fiduciaries, thereby filling
long-standing gaps in data privacy law (Sinha, 2023) 61,

3. Judicial Trends and Case Law

The judiciary plays a pivotal role in interpreting cyber laws,
especially in the absence of a robust and dedicated
cybersecurity statute. Through a series of landmark rulings,
Indian courts have shaped the contours of cyber
jurisprudence—clarifying the scope of rights, liabilities, and
state responsibilities in the digital age.

3.1. Landmark Indian Cyber Law Cases
a) Shreya Singhal v. Union of India (2015)"!

e Citation: AIR 2015 SC 1523

e Significance: The Supreme Court struck down
Section 66A of the IT Act, which criminalized
offensive or annoying online messages. The Court
held it unconstitutional on grounds of vagueness and
violation of Article 19(1)(a) of the Constitution
(freedom of speech).

e Impact: This judgment marked a turning point in
protecting digital expression and set a strong
precedent against arbitrary restrictions on online
speech.

b) Avnish Bajaj v. State (2008)

e Citation: (2008) 150 DLT 769 (Delhi HC)

e Significance: This case involved the CEO of
Bazee.com (a subsidiary of eBay India), held liable
for the circulation of obscene content uploaded by a
third party. The court clarified the intermediary
liability regime and set early judicial guidelines on
the due diligence obligations of online platforms.

e Impact: Reinforced the need for clear legislative
protections for intermediaries and contributed to the
2008 amendment introducing Section 79 (safe
harbor) in the IT Act.

¢) State of Tamil Nadu v. Suhas Katti (2004)
e Citation: Cyber Crime Case No. CC No. 4680/2004
e Significance: One of the first successful convictions
under the IT Act for cyberstalking and harassment
via email and fake social media profiles.
e Impact: Demonstrated the applicability of the IT
Act in penalizing online abuse and stalking,
especially under Sections 67 and 67A.

d) Justice K.S. Puttaswamy (Retd.) v. Union of India

(2017)

e Citation: (2017) 10 SCC 1

e Significance: Recognized informational privacy as a
fundamental right under Article 21. Although not
solely a cyber-law case, the ruling has significant
implications for data protection, digital surveillance,
and online rights.

e Impact: Laid the constitutional foundation for the
development of data protection laws such as the
Digital Personal Data Protection Act, 2023.

3.2. Judicial Interpretation and Its Impact on Cybercrime
Prevention

The Indian judiciary has taken a proactive yet cautious

approach to interpreting cyber laws, balancing individual

rights with state interest in security. Several judicial trends

have emerged:
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a) Expansive Interpretation of Privacy Rights

e  Courts have increasingly emphasized the importance
of privacy in cyberspace. For instance, in
Puttaswamy, the court laid down proportionality and
necessity tests for state action involving data
surveillance.

e In Internet Freedom Foundation v. Union of India
(2021), the Delhi High Court sought transparency
from CERT-In and other bodies on surveillance
mechanisms.

b) Evolving Understanding of Intermediary Liability

e Post-Avnish Bajaj and Shreya Singhal, courts have
leaned towards holding intermediaries accountable
only when they fail to act after receiving actual
knowledge of unlawful content (as per Section 79).

e In Facebook v. Union of India (2021), the Supreme
Court questioned the global jurisdiction of Indian
laws, indicating the need for international
harmonization of cyber laws.

¢) Recognition of New-Age Cybercrimes
e Indian courts have begun recognizing offenses like
phishing, ransomware attacks, and identity theft. For
instance, in Sanjay Sondhi v. State (2022), Delhi
High Court acknowledged the increasing threat of
digital banking fraud and directed the police to adopt
better forensics.

d) Judicial Directives for Policy Reform
e Courts have often directed the government to
strengthen cyber infrastructure and laws. For
example, in In Re: Distribution of Obscene Clips via
WhatsApp (2020), the Madras High Court urged the
central government to expedite the formulation of a
comprehensive cybercrime policy.

4. Recommendations for Legal Reform

In view of the rapid evolution of cyber threats and the
increasing complexity of digital crimes, India's current legal
and institutional framework demands urgent and strategic
reforms. The following recommendations are proposed to
address legislative gaps, institutional inefficiencies, and the
challenges posed by technological globalization:

4.1. Strengthening Cross-Border Cooperation

Cybercrimes are inherently transnational, often involving

actors, infrastructure, and impacts that span multiple

jurisdictions. India's response to such crimes has been
constrained by inadequate mutual legal assistance
mechanisms and limited participation in global frameworks.

e Enhance Mutual Legal Assistance Treaties (MLATS):
India must renegotiate and modernize its existing MLATSs
to include expeditious procedures for obtaining digital
evidence, especially under cloud-hosted platforms.

e Ratify the Budapest Convention: India has yet to
accede to the Council of Europe’s Convention on
Cybercrime (2001), also known as the Budapest
Convention. Despite concerns about sovereignty,
ratification would facilitate international cooperation on
real-time information sharing, investigation, and
enforcement (Council of Europe, 2023).

e Cross-border Data Requests Protocols: India should
establish protocols for emergency cross-border access to
encrypted or anonymized data in collaboration with tech
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companies and foreign agencies, based on lawful access
principles.

4.2. Harmonizing Laws with International Standards

India’s Information Technology Act, 2000, though amended

in 2008, remains outdated when compared to newer

legislation such as the EU’s General Data Protection

Regulation (GDPR) or the U.S. Cybersecurity Information

Sharing Act (CISA).

e Alignment with GDPR Principles: India’s new Digital
Personal Data Protection Act, 2023 is a step forward,
but harmonization with GDPR principles—Ilike data
minimization, purpose limitation, and right to erasure—
will bolster India’s global digital trade relations and
ensure stronger individual rights.

e Adopt a Risk-Based Framework: Like the NIST
Cybersecurity Framework in the U.S., India should adopt
a graded, sector-specific risk framework for data
processors and critical infrastructure providers (NIST,
2023).

o Institutional Capacity Building: Specialized cyber law
benches should be created in higher judiciary and cyber
forensics training must be mandated for law enforcement
agencies.

4.3. Creating a Dedicated Cybersecurity Act
The Information Technology Act, 2000 was primarily enacted
to facilitate e-commerce and electronic governance, not to
serve as comprehensive cybersecurity legislation. With
escalating  threats to national security, economic
infrastructure, and citizen rights, a dedicated cybersecurity
law is essential.
e  Comprehensive Cybersecurity Legislation: India must
enact a Cybersecurity Act that:
» Defines cyber threats, critical information
infrastructure (CII), and obligations of stakeholders.
= Establishes binding cybersecurity standards across
sectors.
= Provides for real-time breach notifications, mandatory
audits, and liabilities.
= Ensures accountability of both public and private
actors under defined penalties.

e National Cybersecurity Agency (NCA): The law
should institutionalize a central body with quasi-judicial
powers—similar to the Cybersecurity and Infrastructure
Security Agency (CISA) in the U.S.—to coordinate
policy, enforcement, and response mechanisms (Mehta &
Singh, 2024).

e Protection of Critical Infrastructure: The Act should
classify sectors like banking, health, energy, and defense
as Critical Information Infrastructure and impose stricter
compliance and reporting mandates under CERT-In
supervision.

5. Conclusion

5.1. Summary of Findings

The study reveals that while India has made significant
progress in developing its cybersecurity legal framework—
primarily through the Information Technology Act, 2000 and
subsequent rules such as the Information Technology
(Intermediary Guidelines and Digital Media Ethics Code)
Rules, 2021—critical gaps persist in its ability to address
emerging cyber threats.
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Key Findings Include 4.

e Inadequacy of the IT Act: Originally focused on e-
commerce facilitation, the Act lacks provisions to deal

with sophisticated cybercrimes such as ransomware, 5.

deepfakes, crypto-jacking, and state-sponsored cyber
espionage (Gupta & Sinha, 2023) (6],

e Fragmented enforcement architecture: While bodies 6.

like CERT-In, NCIIPC, and state cybercrime -cells
operate across the country, their jurisdictional overlaps

and capacity limitations hinder timely and effective 7.

responses.
e Judicial interpretation of cyber laws remains inconsistent.

Courts have been proactive in some landmark cases 8.

(Shreya Singhal v. Union of India, 2015) ), but a lack of
technical expertise among judiciary and enforcement
agencies has limited broader jurisprudential development.

e Absence of a unified cybersecurity law that defines 9.

offences, prescribes procedural safeguards, ensures
accountability of both public and private entities, and
aligns with international legal standards.

5.2. Future Directions for Legal Policy and Enforcement
To respond effectively to the dynamic and borderless nature
of cyber threats, India must undertake comprehensive legal
reforms. The following future directions are recommended:

a) Enactment of a Dedicated Cybersecurity Law: A new,
specialized Cybersecurity Act must replace the current
patchwork of laws. It should:

e Clearly define cyber threats and stakeholders’
responsibilities.

e Mandate security standards for critical infrastructure
and data protection.

e  Establish criminal liability and civil remedies.

e Enable swift response mechanisms during cyber
incidents (Chaudhary & Roy, 2024).

b) Establishment of Specialized Cyber Benches: Special
courts or benches within High Courts or the NCLT with
technical expertise in cyber law should be established to
ensure expeditious adjudication of cybercrime cases and
techno-legal disputes.

¢) Capacity Building and Digital Literacy: Continuous
legal and technical training for law enforcement agencies,
judicial officers, and prosecutors is essential. Parallelly,
public digital literacy campaigns can reduce victimization
and increase reporting of cybercrimes.

d) Uniform Data Governance Policies: With the Digital
Personal Data Protection Act, 2023, India has an
opportunity to develop a harmonized data ecosystem.
However, clear subsidiary rules, sector-specific
regulations, and enforcement mechanisms are still needed
to operationalize the Act effectively (MeitY, 2023) B1.
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