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Abstract

The Gen-Al Vault is a modular, scalable, self-hosted framework for implementing Al-powered applications in the automotive sector. It employs
Role-Based Access Control for effective user permission management and secure authentication via JSON Web Token. A document
summarizer, a data visualizer, and a chat assistant are the three main Al applications that make up the framework. It is the perfect option for
contemporary Al-driven apps because it is built with a React frontend and FastAPI backend, which boost performance, lower latency, and
improve scalability.
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1. Introduction

As the world becomes increasingly dependent on Al-powered
solutions, businesses need scalable and secure architectures to
deploy intelligent applications applicable to their domain
needs. The automotive industry is very data-intensive, and
therefore Al solutions should aid knowledge extraction, data
visualization, and document summarization. Gen-Al Vault
addresses this need by providing a secure, modular, and self-
hosted platform to deploy LLM-based applications with an
effective and secure user management system.

Security is one of the critical issues in applications that are
Al-based, particularly when it comes to industry-specific data.
Gen-Al Vault protects users with JWT, providing a stateless
and lightweight way of verifying user credentials. In addition,
the use of RBAC is necessary to allow users to access an
application and capability based on assigned roles, reducing
the risk of unauthorized access as well as data leakage.

The platform offers three primary Al-driven applications that
seek to increase productivity in the automobile industry. The
Chat Assistant allows users to talk to an Al model that is
trained on vehicle data and cancel out irrelevant queries. The
Data Visualizer gives users the option to develop interactive
dashboards from uploaded data sets, allowing decision-
making through data. The Document Summarizer, which uses
Mistral and GraphRAG, extracts essential points from lengthy
documents, minimizing time and effort in data acquisition.
For optimal performance, the project was initially developed
using Flask but later shifted to FastAPI due to its improved
asynchronous capabilities and lower response times. The
capability of FastAPI to handle simultaneous requests
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seamlessly and its seamless integration with WebSockets
made it the optimal choice for real-time Al applications,
offering smooth and responsive frontend-backend
interactions.

2. Literature Review

Coming in industries different from its own with applications
that range from taking charge of smart chatting to teaching
interactive dashboards in data visualization is the specialty of
Generative Al (GEN-AI). GEN-AI VAULT is an end-to-end
solution that encompasses everything from Mistral-based
chatbot applications, a retrieval-augmented generation
platform, interactive dashboards for CSV and Excel data
visualization, and a new document summarization engine
based on Mistral and GraphRAG. These applications
automate workflows, support decision-making, and allow
swift and sensible adoption of AI across industries. As
organizations in the broadest sense leap onto the Al-tools
bandwagon, it becomes a pressing disadvantage for every
sector to lose views of GEN-AI apps regarding innovation,
productivity, and competitiveness to massive data.
Implementation of Mistral coupled with RAG in a chatbot
exploits expectations of human behaviour to smartly
deliberate conversation management solutions. Real-time data
access is offered by Mistral's architecture, enabling context-
aware interactions with rapid response. Such a hybrid
combination is exceedingly beneficial in user cases that
require instantaneous, precise, and personalized responses so
as to maximize user experience within the domain involved
(William H Overholt, 2018). Data visualization applications
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for generative Al convert the input of raw data into interactive
dashboards, allowing the end-user to see some unforeseen
trends and patterns. Research reveals Al visualization
platforms enhance analytical competency and usability of
workflow, hence better decision (Dhoni P, 2023) U4, This
truly proves to be a precious asset where actionable
intelligence is essential to the strategic decision-making
process.

Document summarization through Mistral and GraphRAG is
primarily developed to deal with this concern of coping with
huge volumes of text information by compressing it to the
least relevant minimum information. This enhances the
usability of information in the fields of medicine and
education. Summarization techniques based upon Al largely
bolster clinical decision support systems by providing timely
and succinct information to patients and medical personnel
(Nia MF et al., 2025) U], In education, it enhances integrity
and motivation among students (Namoun A et al., 2024) 16,
Thus, as Al moves, the processes of Al-based summarization
are gaining traction, putting more and more people in a
position to understand and act upon this information.

GEN-AI is inventively marking the paradigm shift in
industries by bettering communication, analysis of data, and
information management. Along with the enhancement of
algorithms, Mistral and GraphRAG fosters ease of use in the
healthcare, marketing, and education industries. Certain
studies reveal that in diagnostics, marketing, and user
experience, there is an ever-increasing usage of GEN-AI
(Grewal D et al., 2024) [, While the benefits arising from
these converging innovations are enormous, the complexities
of Al implementation cannot be compromised if organizations
want to reap its full benefits in the constantly changing digital
landscape.

3. Methodology

User Login (JWT Authentication)

v
Dashboard

L4

A ppliqatiun Access (Role-Based Permission)

Chat Assistant Data Visuahzer Document Summanzer

{Mistral + RAG) (CSVIEXCEL) (Mistral + GraphRAG)

YA

v
APl Request to FastAPI (Processes User Input)

r

Al Model Processing
v
Processed Response (Displayed on Frontend Ul)

Fig 1: Process Flow Diagram

The figure 1 indicates the process flow and is descriptive of
the task as done in its sequential flow in this project. The
process shown is a complete representation of how the
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different elements interact: user authentication to answer
generation, based on the inputs from the users and processed
through Al techniques.

3.1. System Workflow

Frontend (React + Axios): The necessary frontend
development is done through React to have an interactive and
responsive interface for users. The benefit includes secure
authentication, feature choice, file upload as well as
visualizing results. The front-end uses Axios for API calls to
the backend for smooth communication.

Backend (FastAPI + AI Models + FAISS): The backend
developed in FastAPI is responsible for accepting user
requests, authentication, and communication with Al models.
JWT authentication is used for secure access and role-based
authorization functionality based on user roles limitation. The
Al models like Mistral + RAG are applied for chat support
and Mistral + GraphRAG for document summarization with
use of FAISS for efficient retrieval of relevant data. This is a
straight workflow of the system showing how user input
flows right from authentication to response generation by Al.

i). User Login (JWT Authentication)

User authentication starts the system. Only an end-user
authenticated will be able to access this computing platform.
The credentials are filled by users in the Login Page, from
which the system authenticates them by means of JWT (JSON
Web Token). This enables stateless authentication because it
does not require the server to maintain session information, all
of which is carried in the token.

Once authentication is successful, it issues a JWT token,
which is sent to the browser of the user. This token is then
expected for all the subsequent API calls made by the user,
thus eliminating the need for repetitive logins. Re-
authentication avoids unauthorized entry since it has a token
expiration and a refresh mechanism attached to the whole
authentication system.

Once found a token invalid or expired, will log out the user
and reroute to a login page. This process of secure
authentication ensures that all user activity is kept safe from
unauthorized access attempts.

ii). Dashboard

After having logged in successfully, the users enter the
Dashboard, where the most important platform for navigating
the platform features resides. Designed for interactivity and
intuitive user experience allows users to access Al-powered
tools, upload files, and use Al-powered applications.

The dashboard automates the view according to user roles,
hence showing an Al application only to which the specific
user has privilege. For example, an admin can use all Al
applications while another user will be restricted to basic Al
applications such as the Chat Assistant and Data Visualizer.
Role-based access control ensures that important functions
remain under the purview of permitted users only.

The user interface has indicators on the status of various Al
processing tasks, such as document summarization or data
visualization. The frontend is smart and responsive, giving
users a lag-free experience while interacting with different
applications.

iii). Application Access (Role-Based Permission)

RBAC system is used for permission management per user.
The backend assigns roles to the user after logging in,
therefore targeting which Al applications are open for his or
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her use. This function thus denies all unauthorized users

access to restricted Al applications.

For example:

e A default User can use only the assigned Al applications
as per their profile. A team leader can use Document
Summarization and Data Visualizer.

e An administrator has access to all Al applications like
Document Summarization, Chat Assistant, and Data
Visualizer.

The RBAC makes sure that in the frontend, unauthorized Al
applications do not show up on user's dashboards; in the
backend, it authenticates user's roles and denies unauthorized
access. This security scheme offers more protection to data
and obedience to access regulations stated in the organization.

iv). Al Apps Interaction

a) Chat Assistant (Mistral + RAG): The interface of the
chat assistant offers basically an online forum to users to
put their questions. From this point on, the user's input
goes to WebSocket, which transports the command to the
backend, where FastAPI processes this, transfers it to the
Mistral + RAG Al model that attempts to obtain context-
based answers via FAISS vector database and then sends
back the response that takes note of the previous
conversation for its embedded memory and ultimately
sends the processed output to Frontend to be displayed on
the interface chat window. The work of WebSocket here
mainly promotes real-time communication within this
seamless chat experience.

b) Data Visualizer (CSV/Excel Dashboards): The uploads
of structured data in CSV/Excel format can be done by
users from the Ul. Data transformation techniques after
coming into the backend will clean the data and structure
it. Thereafter dashboards are thrown wup using
visualization libraries like Plotly and put up for the user
to view insights graphically. This is of great interest for
data analysts and business folks, allowing them to
explore trends with minimal technical involvement.

¢) Document Summarizer (Mistral + GraphRAG): Users
upload documents via the PDF/TXT document upload
feature to fastapi, which passes ahead the analysis and
extraction of key insights to the backend Mistral +
GraphRAG Al model. The Al model understands the text
context and summarizes its important points into a
shorter text. The user will view this on the UI for fast
understanding without actually reading the entire
document. The status and tracking of document
processing will get updated on real time through
WebSockets in the system.

v). API Call to FastAPI (Processes User's Input Data)

Once the Al application is selected from the front-end

interface, an API call to the FastAPI back end is made. This is

just a process handler that checks the request and

authenticates the user before sending the request to the actual

Al model.

The request carries structured data, including:

o JWT token-authenticating the user.

e The particular Al application selected-chat assistance,
dataviz, or summary of documents.

e Input data, which could be a text query, uploaded file, and
the like.

Besides, these features-fast-and-efficient-with-asynchronous
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request processing allowing multiple simultaneous servicing
of users, thus eliminating any delays from the system
processing API requests to FastAPI.

vi). Al Model Processing

A request that is well validated will route by the backend on
to the appropriate Al model for processing according to the
desired feature:

Chat Assistant (Mistral + RAG): A human query is
forwarded to Mistral-an optimal AI model for conversational
responding. The system is thus enhanced with the Retrieval-
Augmented Generation (RAG) to ensure more accurate
responses from a contextually digested answer. This is where
the FAISS (Facebook Al Similarity Search) Vector Database
comes to play. FAISS holds previous interactions and
embedding knowledge that allows the model to complement
similar past responses in enhancing the current. This
guarantees the correctness of the fact-based and context-based
responses of FAISS, thus enhancing the productivity of the Al
assistant.

Data Visualizer (CSV/Excel Dashboards): For the data
visualisation part, the backend shall clean and shape the
uploaded CSV or Excel files and, by using visualisation
libraries like Plotly, shall produce the charts, graphs, and
statistical insights. Since this functionality does not need
historical context or retrieval-based Al, it won't use FAISS,
either.

Document Summarizer (Mistral + GraphRAG):

The document summarization feature concerning PDF or
TXT files is processed by the Mistral model with GraphRAG.
FAISS is clever because it is handy for retrieving segments
from past documents together with all similar contents stored
within its vector database-quickly able to compare the current
document with the embeddings kept in storage and derive key
insights. This entirely different approach to summary
generation assigns a better contextual understanding, thus
accomplishing high accuracy and brevity in summarization.
Designed in the spirit of doing high efficiency and accuracy
optimization for immediate users with specific and
meaningful outputs, the Al models are made; meanwhile,
FAISS addition improves the live nature of response retrieval
and thus makes the whole interaction smarter.

vii). Displaying The Response On Frontend UI

Once the Al model processes the request, it then sends the
response to the frontend through WebSocket for real-time
update for Chat Assistant and Document Summarizer. The
frontend dynamically renders the response by progressively
updating the UI. Here, the conversation mode applies.

4. Process Visualization

The Gen-Al Vault framework securely integrates Al-powered

applications into authentication and role-centric access

control. The below results demonstrate what the system can
do.

e Login Page: The login organization uses JWT for secure
user identity, with no chance for unauthorized access.

e Dashboard: The dashboard is a central place that
dynamically displays Al applications based on user roles,
with one-click access to use and control.

o Chat Assistant: This Al assistant powered by Mistral
model and RAG allows users to interact in a domain-
specific way and capture insights from the uploaded
documents.

e Data Visualizer: The system automatically creates
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dashboards using the uploaded CSV or Excel worksheets,
making it easier for users to interrogate and analyze

summarization tool leverages key insights derived from

datasets.

o Document Summarizer: With the aid of GraphRAG, the

the uploaded documents to present them in a digestible
manner, thereby increasing efficiency and productivity.

Fig 2: Log-in Page

The above figure 2 Log-in Page acts as the entry point for
users who enter a username and password to log in to the
system. The system verifies the credentials using JWT
authentication for secure access. Upon success, users are

authorized based upon their role and permissions. Based on
the authentication, the user will be redirected to the
Dashboard for other interactions.

EU B e

Dashboard

Data Visualizer
WEBUSIDR ins dith

Fig 3: Dashboard

The following figure 3 Dashboard shows the main interface
through which users utilize the various Al-powered features
based on their roles and permissions. It provides a very user-
friendly UI for navigation. Users can select Chat Assistant,

Data Visualizer, or Document Summarizer. The dashboard
dynamically updates the available applications and enhances
the user experience by integrating Role-Based Access
Control.

Dashboard

Document

Summarization
BTN DRSO THENS

g Al

Fig 4: Accessible Application for "Team Leader" User
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Dashboard view for the Team Leader role user shown in
Figure 4. As per the Access Control mechanism, only
applications and features allowed for the Team Leader to
access are rendered visible. The system implements the role-

https://academicjournal.ijraw.com

based access control (RBAC) policy that allows a user to have
access and control only over those applications the user has
permission to interact with so as to protect sensitive
information and comply with the exigencies of law.

Dashboard

Chat Assistant
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Fig 5: Output of Chat Assistant when the user asks a query about an uploaded file

This Figure 5 shows the output of the Chat Assistant when the
user asks a query related to an

uploaded file. The system processes the query using Mistral +
RAG, pulling relevant information up from the document
stored in the FAISS Vector Database. The AI generates

meaningful insights and formulates an accurate answer based
upon the content of the file. The answer is then displayed in
the chat dialog box so users can interactively engage with the
document.

Dashboard

Chat Assistant
Al-powered chat ool

Fig 6: Output of Document summarizer

This Figure 6 is the final output summarized in the Document
Summarizer application. After processing the uploaded file,
Mistral + GraphRAG extracts key insights and creates a terse
summary. The summarized text is displayed on the Ul, and

therefore, users can make quick sense of the key information
from long documents. Such features offer significant time
savings by presenting well-structured and relevant insights to
the users.

Data Dashboard

i 1 | ot o ka1

Fig 7: Chart generated on distribution of Age
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This Figure 7 consists of a histogram depicting the age
distribution in the sample set. The histogram presents
frequency counts, that is, how many persons of a certain age
range exist in the sample population. By fixing the age data
into bins, the histogram is useful to identify patterns such as
what age range gets its highest frequency or whether the
dataset trends toward normality. All in all, this visualization
serves as a means for performing demographic analysis and
raising age-related insights for decision-making.

Conclusion

The use of Al technology has now become much more
efficient, safer, and more usable. Al tools such as Chat
Assistant and Document Summarizer have made the use of
technology superior. This has been largely made possible by
using seamless and responsive user experience with FastAPI
for authentication and through WebSockets for real-time
interactions. This also helps in fetching all the past
interactions and delivers context-aware responses for the
system. By such an approach, performance optimization is
done, and the cost will be considerably low when compared to
the traditional database techniques to make the system
lightweight and scalable.

Security and access mechanisms are central to keeping a
system's integrity. The framework comprises efficient JWT
authentication and role-based access, and an API Gateway
handling all incoming requests with request validation to
create a solid framework keeping unauthorized access at bay
while ensuring smooth communication across the frontend
and backend. Processing of an Al model using frameworks
like Mistral and GraphRAG would also add similar quality to
the responses generated and a more intelligent and adaptive
assistant. All the processed responses, then, will be reflected
on the frontend Ul so that real-time responses are derived
towards accurate and relevant information for the user.

This overall paper is an indication of the fact that an Al
solution could possess the ability to dramatically enhance user
interaction, security, and efficiency. FastAPI, FAISS, and the
WebSockets put together with advanced Al models have
hence built a scalable framework for real-time processed Al
applications. The future will see improvements in things like
multi-vector database support and sophisticated natural
language understanding. There will also be development
towards tight partnerships with third-party application through
ongoing work as Al develops into the near future.
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